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Research on Malware Detection Methods based on 
Data Mining Techniques and their Applications 
 
Abstract 
In recent years, the network security problems exist unceasingly, the quantity of 
malware quantity is increasing exponentially, the traditional malware detection 
technologies could not process and detect the magnanimous data effectively; and 
various internet security companies design and develop new security products, which 
emphasizing the capabilities of the rapid collection, analysis and processing for 
unknown files. Under this background, it is urgent to phase in the new techniques for 
the improvement of current malware detection methods.  
Based on data mining technologies, this dissertation focuses on the research for 
the malware detection technology. To address the problems of malware detection-the 
number of malware is enormous; the development of malware is rapidly; the 
dimension of malware feature is quite high; and the boundaries of benign and 
malware is difficult to distinguish-based on the data mining technology, we proposed 
an improved malware detection method, and applied this method in the actual 
detection platform. The researches and the majority of our contributions in this 
dissertation can be summarized as follows: 
1.  Propose an improved feature extraction method for PE File and the feature 
selection method for malware detection: In order to improve the efficiency 
and effect of detection system, base on instruction function structure, we 
proposed an improved sequences feature extraction method; according to 
the extraction method, a improved feature selection method is proposed, 
which can effectively filter the redundant or irrelevant feature; 
2.  Propose an improved process for training the model of malware detection: 
because the boundaries of benign and malware is difficult to distinguish, an 
improved soft subspace clustering analysis method is using to categorize 
similar PE file; then train the malware detection model for every cluster 
respectively; experiment results show this method can reduces the time 















3.  Design and develop a data mining technology based malware detection 
system: The system is based on the improved malware detection process, 
which can analysis and model massive malwares rapidly and effectively. As 
an important component of system security framework, this system can 
provide a flexible, intelligent model for malware detection. 
Experiment results show that the system can effectively improve the detection 
rate for malware; this system also can integrate various security system to provide an 
instant corresponding, comprehensive security system. 
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